Library Incident Response Plan — One-Page Checklist %QAVC

Print,fill in the blanks, and keep this where staff can find it fast.

A) ldentify the incident

. What is affected? (internet / checkout / printing / logins / public PCs / Wi-Fi)
. Is it one device or multiple?
. Time incident started: Location/area:
. Error message / symptoms (write exactly what you see):

B) First 5 minutes
. Confirm scope (one device vs. building-wide)
. Capture facts (time + message) and notify the designated First Call
. Approved restart attempted? Yes No (Only for devices you've approved)

C) Contacts (fill in)

First Call (IT Support): Phone:
Second Call (Backup): Phone:
Internet Provider Support: Phone:

Key Vendors (printing / Wi-Fi / ILS / etc.):

D) Security red flags (if anything looks suspicious)
. Do NOT click links, enter passwords, or install tools
. Report to IT Support immediately
. Follow IT instructions for disconnecting device/network (if needed)
. Preserve details (screenshot or note subject line/sender/error text)

E) Patron communication

Use this script:

“Our system is temporarily down. We’re working on it and will update you as soon as service is restored.
Thanks for your patience.”

Who shares updates to staff? Who updates patrons?

F) Restore priorities (choose top 3)
1) 2) 3)

G) Passwords & Access (location only — not the passwords)

Where key credentials are stored securely:
Who has access:

Update this checklist as needed | Last updated (date):




